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VLAN 89

17. Why would a Layer 2 switch need an IP address?
1o enabie the switch 1o send broadcas! frames o atiached PCs
1o enable the switch o funcion as a defaull galeway

1o enable the switch 1o be managoed remotely*

o enabie he Fwibch 10 recels frames from atiached PCs

18. What command can be used on a Windows PC to see the IP configuration of that
compuler?

ping
ipconfig®
ihdnw mleraces

show ip interace brief

19. Atechnician is adding a new PC to a LAN. After unpacking the components and making
all the connections, the technician starts the PC. ARter the O3S loads, the technician opens a
browser, and verifles that the PC can reach the Internet. Why was the PC able to connect to
the network with no additional configuration?

The PC doss not srguine any additionad information to fundiion on the rabwork,

The PC came preconligured with IF addressing indo mnaton from [he Laciony.

Tha PC was preconfigured to use DHCP."

The PC used DMS o aulomatically morke IP addressing niomation from a saner

The PC widual inledace is compatble with any notwork,

20. What is a user trying to determine when issuing a ping 10.1.1.1 command on a PC7

i the TCPAP stack is functionng on the PC withoul puttng traffic on theo wire
if thare is connecBvity with the destination device”
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1. What method can be used to mitigate ping sweeps?

o wsing encrypled or hashed authenlication prolocols
 installing antvinus software on hosts

o geploying antisnifler softerare on all network devices

o blocking ICMP echo and echa-réplies at the network edge

2. 'What are the three major componants of a worm attack? (Chooae three.)

& A penglration machanism
& an inlecting vulnerability

o A payload

o an enabling vulnesabdity

4 A ::mb:ng machanism

o @& mﬂlﬂ-ﬁ machanism

3. Which stalement accurately characterizes the evolution of threats 1o nebwork
security?

> Infernal threals can cause even grealer damage than external threals

o Theeals have become less sophisticated while the technical knowledge neadod by an
allackar has grown

s Early Inlerme! usars olten engaged i actvites (hal would hamm alher usens

s Indemeal architects planned for netweork securily Inom the bagmning.

4. What causes a bulier overflow?

¢ launching o securly counbermeasure 1o miligate a Trojan herge

s Sending repealed conneclions such as Telnel bo a particular device, thus denying ofher
dala sounces

o Cownecading and mstalling 100 many soltware updates al ono ma

o allempting lo wile more data 10 & memory kocaticn than thal lecation can hald

e Sénding oo much nlormakion 1o two or moane merfaces of the same devics, theneby
CAWSHL) dIDLIpIEU packais

5. What commonly motivales cybercriminals to attack networks as compared to
hactivists or stale-sponsored hackers?

Slalus among poeTs
»  lame seaking
o Tenpncial Qain
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SWlg configure terminal
Enter configuration commands, one per line., End with CHNTL/Z.

=Wl (config)# banner motd # Use of this device is restricted to
anthorized membeérs of the Admin grouap. #

SWl(config)# end

SWl#




CCNA 2 Final Exam Answers (2)

1. Reder to the exhibit. The cutput of the show ip route comimand for three routers on a
nefwork is displayed. All routers are operational, plngs are not blocked on this network, and no
default routes are installed. Whidh two pings will tall? {Choase twa.)

from B1 to 172.16.1.1
*%* from R1 to 192.188.3.1

from B2 o 1%2.188.1.1

from A2 to 192.188.3.1

“® from R3 to 192.168.1.1

2. A router that uses the RIP routing protecel has an entry for a network in the routing table. It
then receives an update with another entry for the same destination network but with a lower

IIEII.I- count. What action will the router take for this new ‘I.Il:ldl!l't'E'-I'
** 1t wall appand tha update mformabon to the rounng fania
It will snvahidate the entry for that networl in the routing table

[t wall replace the anstng routing table entry with the new inform akon

it will ignore the new update

3. Which two statements are true for OSPF Hello packets? (Choose two.)
Thay negobate correct parameters among NéighDionng inkterfaces
They aré uted for dynamec neghbor disoovery
They use mears o elect the designated route with the fastest bl

BE They e récsnced from all routers on the Aeiworl and used [0 determins the complals mneTeosl
topoiogy

** They are used o mantan neighbor relatonships

4. A network administrator needs to configure a single router to loadbalance the traffic over
unequal cost paths. Which routing protocol should the administrator use?

EIGRP
QSPF
Rlfvi

“* RIPv2

5. Which two stalements are correct about the split horizon with poiton reverse method of
routing leap preventlonT (Choose two.)

it is enabled by Jdefault on all Cisco 105 impdem antations

It asaigng & value that repretents a3 inknite metnc to the poisaned roule

2 1t sends bad. the posoned route update o the sameé inlerfaos Fom whers T was retelved

5. Arouter has a valid operating system and a configuration file stored in NVRAN. The
configuration file contains an enable secret password bul no console password. When the
router boots up, which mode will dis play?

fpobal eon figuration made
stlup mooe

privileged EXEC mode
wmar EXEC mode”

6. Which two functions are provided to users by the context-sens itive help feature of the
Cisco 108 CLI? (Choose twa.)

prowviding an anor massage whan a wrong command is submited

playing a list of all availabl s within the curment mode™
allowing the user to complete the remander of an abbreviated command with the TAB key
e lnrmining which option, keyword, or argumaent 8 available for the entered command®

selecting the best command to aocomplish a task

T. Which information does the show startup-config command display?
the KOS image cophed inko FAM

the baeots trap program in tha ROM

the condents of the cument anning configuration e in the RAM

tha of the saved file: in the NVFAM®

B. Why is it important to configure a hostname on a device 7
a Cisco router or switch only begins 1o opemtes when is hostname & sot
& hostname must bo confiured befora any other pamimates

o identify the device during remote access (55H or teinet)”

10 aliow local SCoBsS 10 the devics Thmugh the console pon

219

Ccna chapter 14-15 exam answers. Ccna 1 midterm exam answers.

Which three questions must be answered before continuing with the IOS selection and upgrade? Hosts can connect to the network and get an IP address without manual configuration.* Duplicate addresses cannot occur on a network that issues dynamic addresses using DHCP and has static assignments. It should be deleted using the erase running-
config command. What is a user trying to determine when issuing a ping 10.1.1.1 command on a PC? The no shutdown command was not issued for VLAN 1.* The ip default-gateway command has to be issued in the VLAN interface configuration mode. 4. 17. Use Telnet to remotely access the switch through the network. It affects the operation of the
device immediately when modified.* It is stored in NVRAM. What is a possible reason for this? Exit global configuration mode. Which interface allows remote management of a Layer 2 switch? Other switches in the same network can ping this gateway. 13. 1. Close and reopen the terminal emulation software. the AUX interface the console port
interface the switch virtual interface* the first Ethernet port interface 15. It is automatically saved when the router reboots. Enter CTRL-Z at the privileged mode prompt. (Choose three.) Are the devices on the same LAN? Which two features are characteristics of flash memory? Do the devices have enough NVRAM to store the I0S image? Refer to the
exhibit. Use the console port to locally access the switch from a serial or USB interface of the PC.* Use Secure Shell to remotely access the switch through the network. What criterion must be followed in the design of an IPv4 addressing scheme for end devices? Hosts always have the same IP address and are therefore always reachable. The
command encrypts the enable mode password. What is the fastest way a network administrator could test whether the banner is properly configured? When the router boots up, which mode will display? What benefit does DHCP provide to a network? What models of routers and switches require upgrades?* What ports are installed on the routers and
switches? 19. Use the AUX port to locally access the switch from a serial or USB interface of the PC. A switch was configured as shown. Each IP address must be unique within the local network.* Each IP address needs to be compatible with the MAC address. AUX port It connects throught dialup connections It is not supported on Catalyst switch
devices 22. to enable the switch to send broadcast frames to attached PCs to enable the switch to function as a default gateway to enable the switch to be managed remotely* to enable the switch to receive frames from attached PCs 16. Select the modes and interfaces that can be protected with passwords. All passwords in the configuration are not
shown in clear text when viewing the configuration.* A network administrator who later logs into the device will be required to enter an administrator password in order to gain access to the Cisco device. A router has a valid operating system and a configuration stored in NVRAM. What action can the technician take to discard the changes and work
with the file in NVRAM? Why is it important to configure a hostname on a device? Telnet Console AUX SSH* 5. a Cisco router or switch only begins to operate when its hostname is set a hostname must be configured before any other parameters to identify the device during remote access (SSH or telnet)* to allow local access to the device through the
console port 8. The contents of flash may be overwritten.* 2. Flash is a component in Cisco switches but not in Cisco routers. Issue the copy startup-config running-config command. (Choose two.) numbers* question mark space tab dash* 9. 14. global configuration mode setup mode ROM monitor mode user EXEC mode* 6. Virtual interface It allows
access throught use of Telnet or SSH protocols. Reboot the device. Each local host should be assigned an IP address with a unique network component. Which two functions are provided to users by the context-sensitive help feature of the Cisco I0S CLI? (Not all options are used.) Console port It displays startup, debugging, and error messages by
default. DHCP allows users to refer to locations by a name rather than an IP address. It can be used to restore an out-of-box configuration on a switch or router. The changes did not solve the problem and were not saved. Which procedure is used to access a Cisco 2960 switch when performing an initial configuration in a secure environment? Which
access method should be chosen? A network administrator needs to keep the user ID, password, and session contents private when establishing remote CLI connectivity with a switch to manage it. Do the routers and switches have enough RAM and flash memory for the proposed IOS versions?* What features are required for the devices?* 3. Exit
privileged EXEC mode and press Enter.* 11. Passwords can be used to restrict access to all or parts of the Cisco I0S. Issue the reload command without saving the running configuration.* Delete the vlan.dat file and reboot the device. The VLAN IP address and the default gateway IP address are not in the same network. (Choose two.) providing an
error message when a wrong command is submitted displaying a list of all available commands within the current mode* allowing the user to complete the remainder of an abbreviated command with the TAB key determining which option, keyword, or argument is available for the entered command* selecting the best command to accomplish a task
7. While trying to solve a network issue, a technician made multiple changes to the current router configuration file. Why would a Layer 2 switch need an IP address? (Choose two.) Flash provides nonvolatile storage.* Flash receives a copy of the IOS from RAM when a device is powered on. (Choose three.) VTY interface* console interface* Ethernet
interface boot I0S mode privileged EXEC mode* router configuration mode 12. if the TCP/IP stack is functioning on the PC without putting traffic on the wire if there is connectivity with the destination device* the path that traffic will take to reach the destination what type of device is at the destination 21. The local DNS server is not functioning
correctly. What command can be used on a Windows PC to see the IP configuration of that computer? ping ipconfig* show interfaces show ip interface brief 18. A ping to the default gateway was issued, but the ping was not successful. Match the description to the common IOS CLI access method. The contents of flash may be lost during a power
cycle. Which statement is true about the running configuration file in a Cisco I0S device? Power cycle the device. The command encrypts the banner message. (Not all options are used.) Each IP address must match the address that is assigned to the host by DNS. A network administrator is planning an IOS upgrade on several of the head office
routers and switches. 10. The default gateway address must be 192.168.10.1. 20. Which two characters are allowed as part of the hostname of a Cisco device? What is a result of using the service password-encryption command on a Cisco network device? A new network administrator has been asked to enter a banner message on a Cisco device. It
requires an active network connection. Match the definitions to their respective CLI hot keys and shortcuts.
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